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Introduction

In the wake of recent high-profile cyberattacks, massive 

information leaks, and costly data hacks, security is a top 

concern for every organization. This paper seeks to explain 

the key dynamics involved with security in enterprise 

context and identify the main considerations and trade-offs 

generally associated with any enterprise security solution.

Why do organizations implement security?

It may seem strange to begin by asking why organizations need 

security. From an outsider’s view, it’s clear: security is necessary 

to ward off threats and prevent damaging cyber-attacks. While 

this is 100% true, it’s also somewhat misleading. From an 

organization’s perspective, security should not just be about 

preventing harm, but rather a tool that enables business. To 

illustrate, it’s convenient to employ a brief analogy.

Let’s begin with the question, “why do cars have brakes?” The 

natural response is, “to stop.”  But in truth, the reason cars 

have brakes is so they can travel fast. A car, an expensive and 

complicated piece of machinery that’s meant to transport 

people at high speeds, cannot go anywhere—cannot serve 

its fundamental purpose—without brakes. Brakes provide the 

control that instills the confidence to embrace speed, so the 

driver can get to his or her destination quickly.

Thus we see that the question “Why do cars have brakes?” is 

analogous to “why do organizations have security?” And the 

answer is: to minimize vulnerabilities that could disrupt an 

organization’s ability to accomplish its goals. In other words, 

security is ultimately a service to the business, a service that 

creates an environment for success.

A pragmatic definition of security

Although the concept of security has many definitions, the most 

practical one for our purposes is the cost-to-break. Cost-to-break 

seeks to quantify how much investment and effort it would take 

a potential assailant or hacker to beat a given security system. 

Thus, a system is only as secure and valuable as its cost-to-break. 

When evaluating enterprise security, it’s important to know what 

kind of investment and risk an opponent is willing to undertake. 

Part of the job of security is to drive up the cost-to-break, to 

make the cost to the assailant as expensive as possible.

Security and financially-motivated cybercrime

Another critical part of the security practice is to understand 

what the threats are, and why they exist. Cybercrime occurs 

for any number of reasons. Some seek political gain and use 

cybercrime as a platform for protest, others are out for notoriety, 

but the top concern for most organizations is financially 

motivated cybercrime. In these cases, the rationale is more 

clean-cut: cybercriminals are out to make a profit. It comes 

down to a simple calculation of dollars per hack. When all 

cybercriminals care about is profit, it becomes a question of ROI.

Probability of attack

An attack can be defined as the path that an individual or an 

entity takes from a technological perspective to target and 

obtain some value, like credentials or funds, to recognize a real-

world gain.  What influences whether or not an opponent will 

act? The equation in Figure 1 seeks to explain.

Figure 1: Probability of attack equation

This equation above shows how the probability (P) of an attack 

on some vector (V ) is affected by the variables of attractiveness 

Pv
Av

Dv Rv

P = Probability of attack A = Attractiveness

D = Di�culty R = Risk / % of getting caught
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(A), difficulty (D), and Risk (R). As shown above, the probability 

of an attack on some vector is proportional (∝) to the 

attractiveness of the target. 

Attractiveness takes into account a number of variables, like 

the number of victims and the profit per victim. People often 

wonder why one computing platform is more prone to viruses 

than another—for example, Macs versus PCs. It comes down to 

attractiveness.  If a hacker is trying to find a large pool of people 

to steal from, he will likely go after the larger population: the 

PCs (although, this doesn’t necessarily mean Macs are safe). 

Additionally, there is also the value of hacking each individual 

system, the value per hack, and some systems are actually worth 

more. Attractiveness also involves the speed with which hackers 

can, on a given vector, reach their targets. As the attractiveness 

of the target goes up, the probability of an attack increases.

In the equation, the denominator signifies the difficulty of 

an attack, involving variables like time to make an attack, the 

necessary skillsets, the total time to build and test, and most 

importantly, the security. How expensive is it for the hackers to 

beat the security? We previously mentioned the best measure 

of security is the cost-to-break. Cost-to-break is an important 

variable because it is the one that Chief Information Security 

Officers (CISOs) and information security departments have 

the most control over. Being able to drive this up will drive the 

probability of an attack down. 

Finally, ‘R’ is the risk, the percent chance of getting caught 

and the penalty for getting caught—both largely out of an 

organization’s control. Since they can control the cost-to-break, 

organizations should try to drive it up. The goal is to achieve 

an optimal ratio where the cost-to-break is pushed upwards 

without getting diminishing returns. 

What’s the takeaway? Essentially, enterprise security is not a 

zero-sum game. Organizations should force hackers to keep 

changing their vector, so that every time they launch a new 

attack, it costs them the most in terms of time, effort, and 

risk. It is only through prolonged use that the cost per attack 

comes down, increasing the attacker’s profit margin. Proactive 

implementation of security solutions will sap the capital and 

operating investments of hackers, and maintaining a high cost-

to-break will erode their bank accounts. Thus, the best thing an 

organization can do is maintain both a high cost-to-break and 

force hackers to constantly shift their approach. 

However, there is a ripple effect from this. The financial services 

industry has been strengthening their security over the past 

decade, and, as a result, hackers who are financially motivated 

have shifted their focus towards other industries such as 

government, healthcare, and retail. This is an illustration of the 

aforementioned probability equation, which demonstrates that 

hackers can be motivated to move fluidly among channels when 

looking for new channels and targets.

Current security solutions and tradeoffs

Drilling down to a more granular level, every organization 

implements enterprise solutions that draw from a common 

security toolbox. Just like any other business investment, these 

security tools involve a tension between competing priorities, 

rely on limited resources, and involve numerous stakeholders.

Figure 2. Competing values in authentication solutions

One of the biggest aspects of security is credentialing and 

authentication, which is dominated by three commonly used 

solutions: keyfobs, passwords, and certificates. Among these 

COST
TO BREAK

EASE
OF USE

COST
TO OWN

Certificates Medium Low High

OTP/FOB High Medium Medium

Password Low High Low
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three types of credentials, there are three competing values. The 

first is cost-to-break, the second is ease-of-use, and the third 

is cost-to own. It is important to realize that when new form 

factors are introduced, there are almost always trade-offs. In a 

perfect world, a solution would deliver a high cost-to-break, a 

high ease-of-use, and a very low cost-to-own.

Figure 2 on the previous page depicts the unique trade-offs of 

each of the three popular solutions on the market today. For 

example, keyfobs (with their associated OTPs) have a very high 

cost-to-break, a medium ease-of-use, and a medium cost-

to-own. Finding the right solution (in other words, the right 

tradeoffs) for any given use case is of utmost importance.

When organizations are choosing a security solution, ease-of-use 

tends to be the most overlooked aspect, but it is actually critical 

to a successful security implementation. Every time an end-user 

encounters a security challenge when trying to access a system, 

it’s highly disruptive to their individual workflow. 

Figure 3. Security as an obstacle to the end user

As shown in figure 3, it’s akin to putting a person through 

a maze when all they want to do is get from A to B. Many 

misguided security measures end up being an obstacle that 

end users are incentivized to get around. They will find the 

most efficient way, which may not be the path laid out by 

administrators. This is extremely important in a security context, 

especially if security professionals want to be perceived not as 

obstacles or inhibitors, but rather as an organizational function 

that enables business—recall the earlier discussion of brakes on 

a car. 

Ideally, organizations should strive for a business environment 

where people can embrace technology without focusing on 

the tools. The security mode of thinking has already started to 

pivot in a way similar to what has already happened in the R&D 

world with agile development, where solutions are built in a 

user-centric fashion. Security also needs to be built around user 

stories, rather than in an academic fashion that is dismissive of 

human behavior. For cost-to-break, ease-of-use, and cost-to-own 

to be in harmony, the user has to be put in the center.  When a 

security solution is not user-centered, it creates an antagonistic 

cycle between end-users and administrators, as shown below.

A vicious cycle caused by low ease-of-use in security

When users are required to use a password that is x characters 

long, composed of y types of characters, which must be 

changed every ninety days, what do people do? They simply 

change the password to something else and then promptly 

change it back. So then security leadership answers by 

prohibiting the use any of the past four passwords. In response, 

users then cycle through four passwords that are no more 

different than one keystroke from one another. These little “arms 

races” between system users and the security department go on 

and on. 

The figure on the following page (figure 4) above shows how 

this plays out.  Starting at the top center of the diagram, there’s 

a current solution that appears secure. But the security causes 

pain; it’s fundamentally distracting. Frustrated, the user finds a 

way around the security, security therefore is reduced, and that 

Point A

Point B

Users must go through a maze
just to get their work done.
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Figure 4. Low ease-of-use cycle

increases risk. That leads security administrators to deploy a new 

solution or something incremental which makes security more 

onerous on the user base, and the loop continues. This happens 

all the time when security infrastructure is not user-centric and 

illustrates why it’s so important to enable people to use their 

business tools without security becoming a distraction. 

Rethinking the ideal security solution

So what would a perfect enterprise security solution entail? 

To the CISO, it would have, of course, a high cost-to-break. It 

would be prohibitively expensive for an adversary to target 

and would require an investment that is disproportionate to 

the returns a hacker would expect. It would also have a very 

low cost to implement: not just the actual cost of deployment 

and set-up, but the logistics for long-term maintenance. To the 

enterprise end user, the ideal solution needs to be seamless, 

Deploy new solution

Security
causes pain

Current solution

User alleviates painRisk increased

Reduced security

User �nds way
around security

Existing system
becomes less e�ective

No option but
deploy new system

secure, and simple. An ideal security solution would strike a 

balance between, and even strengthen, the competing priorities 

discussed above.   

Conclusion

The threats to information security are real. It’s more important 

than ever for organizations to make information security a top 

priority, and this becomes even more pressing as business 

people increasingly embrace mobile and wearable devices 

in their work lives. With fast changes in the technology 

landscape, evolving threats, and bigger security budgets, 

we are on the brink of a massive shift in enterprise security 

and authentication, and its promise lies in a solution 

that can deliver a high cost-to-break, unprecedented 

ease-of-use, and superior enterprise functionality.
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